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Introduction

The sixteenthmeetingof the TC Security ad-hoc groupon legal interception(step3) took place
19" to 21** of October1999in Sophia Antipolis, France, by kind invitationof ETSI. The Chair
extendshis thanksto SabineBeauvoisfor herassistancein sortingoutrooms.
Workingprocedure

The meetingaddressedits work in plenarysession,andsplitin to taskgroupsasrequired.

Electronically assistedmeeting

The meeting, being held on ETSI premises, attemptedto use the electronic aids offered by
ETSI. The results were much more satisfactory than had beenthe case six weeks previously.
Extensive use was madeof floppy disks to copy documentsto delegateswho had not, for one
reasonor another,beenableto accesstheETSI network.

Otherdocuments

Please note: these minutesshould be readin conjunction with the issueslist for ES 201 671,
TDO009, andthedocumentlist for the16" meeting(TD000to thatmeeting).

Attendees

The meetingattendeesarelistedin Annexel.
Apologiesfor nonattendancewerereceivedfrom: CharlesBrooksonandKlaus Rosenschild.
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Minutesof the previousmeeting

These(TD004) had previously beenreviewedandagreedby e-mail.

Chair’sreportto the meeting

The chairhadmadea writtenreportto themeeting(TD003) which was presentedverbally.

Previousactionpoints

Completed: AP25/99, AP31/99, AP33/99, AP34/99, AP35/99, AP36/99, AP37/99, AP38/99,
AP44/99,AP45/99

Discharged& overtakenby events:AP40/99,AP41/99,AP42/99,AP43/99
Continues:AP32/99,AP39/99

Intellectualproperty

IPR declarations

The Chair called for declarations of essential IPR in line with the ETSI IPR policy. No such
declarationsweremade.

OtheriPR
TDs 028-033identified various patentswhich appearedto havesomeconnectionto LI.

Nokia WO 99/17499(TD028)

This patentin the nameof Nokia relatesto GPRS LI. It was notedby the meetingand will be
revisitedin Oslo. (Methodand arrangementfor interceptinga targetmobile station (MS) in a
GPRS network. A legal interception node (LIN) is installed into the land-basedportion of the
radio network. An "intercepted" status is defined for mobile stations (MS) that are to be
intercepted...)

Motorola WO 99/29089(TD029)

This patentwas noted by the meetingand will be revisitedin Oslo. (A methodand apparatus
for centralizingthe administrationof intercepttists includea masterintercepttist (305) andan
interface (510) which communicates with switches (410). Switches (410) may or may not
includelocal intercepttists (415)...)

EricssonWQO 99/27716(TD030) andEricssonWQO 98/48574(TD033)
Thesewerereferredto SPANG:

(WO 99/27716:A telecommunicationssystermand methodfor allowinga real-timelookupintoa
databasewithin thelntelligentNetwork (IN) to determineregulatory requirementsin a specific
area. For example, the presentinvention makesuse of the IntelligentNetwork (IN) to perform
filtering of lawful intercepicalls by including within the databasevalid legal intercegycountry
combinations...) [Note: this patentalso appearsto be of relevanceto SMG10/WPD and WG
LI1.]
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(WO 9848574 A first service control point (SCP) for providing law enforcementrelated call
interception capability and a secondSCP for providing conventional Intelligent Network (IN)
subscriber service featuresare both providedwithin an IN basedtelecommunicationsnetwork.
Two typesof trigger flags are then associatedwith a service switching point (SSP) serving a
particular subscriber...)

EricssonW0O 97/42784(TD031)

This was referred to SMG10. (Billing identification numbers supplied to law enforcement
agenciesfor monitoredcellular calls are usedto retrievetoll ticketsgeneratedby the cellular
network (10). By processing the toll tickets, an identification is madeby the agency of the A-
party (24) to and routing of the monitored cellular call. Calling line identification (CLI)
informationis suppliedto themonitoringlaw enforcementagencyfor eachmonitoredcall...)

EricssonWO 98/52337(TD032)

This seemsto apply to ES 201 671 delivery. This will berevisitedin Oslo. (The full textneeds
to bemadeavailable.) (Each networkhandledcall (24, 60, 62), includingits original leg andall

subsequently initiated related call legs, is assigneda single unique identification number (B-

1D). Whena determinationis madethatthe call (includingany leg thereof) is to be monitored
by a law enforcementagency, a switchhandling the call requests(R1, R2, R3, R4, R5) a trunk
connection (34) from a monitoring center (28). This request includes the assigned unique
identification number. The monitoring centrethencomparesthe includedidentification number
with previously received identification numbers (52) associated with active call monitoring
operations...)

AP46/99 Chair to copy minutes of 16" meeting to SMG10/WPD drawing their
attentionto thelPR sectionof theminutes.

AP47/99 Chair to copy minutes of 16" meeting to SPAN6/SG drawing their
attentionto thelPR sectionof theminutes.

Requirements

LiaisonwithPCWG

STC & IUR groups
A verbalreportwasgiven.

Revisionof ETR 331

Locationdependentinterception

It was agreedthatLocation dependentinterceptionwould be includedin to therevisionof ETR
331andfollowedthrough.This will includeatleastTIPHON andGPRS.

AP48/99EditorETR 331to preparea proposedpart 3 for thenextmeeting.

Revisionof ES 201671

Comments from SMG10/WPD were presentedin TD056, which replaced TD039 which is
withdrawn The resolution of the commentsis recorded below. The initial issues list was
TDOOS.
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Generalapproach

AnnexB
All commentsin TDO56 whichrelateto AnnexB areto bereviewed.

Data transmission(Section8.1)
The questionof national consistencyfor the protocol stackwasraised.
AP49/99 Koenjaspersto providetextfor section8.1 on national consistency.

Deliveryof call calling line identity

The questionwas askedas to whatinformationshouldgo in this field. This hadalwaysbeenleft
open, pendinga strongsectionon security. Contributionsarerequested.

HI1 definitionin AnnexA.3

It wasnotedthatthis syntaxdefinitionis notsupportedby any previoustext.

GSM informationencoding

It was agreedthatbranchesrelatingto GSM would be introducedto theinformationsyntaxtree
of AnnexA.

AP50/99 Editorto generatesuitablestubsfor GSM HI2 andHI3 in thesyntaxtree.

AP51/99 Chair SMG10/WPDto provide suitable branchesfor GSM HI2 andHI3
in thesyntaxtree.

LEMF requirements
A new annex is needed to describe LEMF requirements. Section 12.4 to be deleted, and
informationmovedto thatannexfor reviewandrevision.

Locationdependentinterception

It wasagreedthatLocationdependentinterceptionwill beincludedin to therevisionof ES 201
671.

AP52/99 Chair SMG10/WPD to arrange for the production of suitable text to
describelocationdependentinterceptionfor therevisionES 201671.
MAP parameters
ES 201 671 will be revisedto pemitdirect expressionof MAP parameters, ratherthan being
mappedvia ISUP, whereappropriate.
Maximumnumberof intercepts
Strong support was expressed for the maximum number of intercepts being 5. [Note:
InformativeannexA of ES 201 158suggesta figureof 3.]
Monodelivery

This was discussed. SMG10 will makea changerequestto abolish mono delivery, which the
meeting agreed was antiquatedand not appropriate to modem servicerich networks. (Mono
handoveris only describedin ES 201671 becauseit is askedforin GSM 03.33)
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AP65/99 Chair SMG10/WPDto raise a changerequestto abolish mono delivery
for GSM speech.
References
Technologyspecific referenceswill be addedto supportthetechnologyspecific annexes.

Releasecauses
GSM specific causesto be addedto 8.4.2 numberedparagraph4).
AP53/99 Chair SMG10/WPDto providea list of GSM specific releasecausesfor
ES 201671 paragraph8.4.2 numberedparagraph4).
Scope
Thetechnologiescoveredin thehandoverspecificationshall beincludedin thescopestatement.
AP54/99 Editor ES 201671 to include the technologies coveredin the handover
specificationin thescopestatement.
Storageof CC (thecontentof communication)

A proposal from CSELT, in TD045, suggestedthe possibility to store CC if the network is
unableto makerealtimedelivery, perhapsbecauseof a networkfault.

The Chair suggestedthatthe LI Architecturedocumentshould make statementson buffering.
[Note:storageof CC is specifically disallowedby thecurrentissueof ETR 331.]

Technologyspecific sections.

It was agreedthat technology specific nomrmative annexesrelating to GSM (circuit switched),
GPRS, TETRA andTIPHON andothertechnologieswould beintroducedin toES 201671.The
existinglSDN specific material would be movedto a normativeannex.

AP55/99 Chair SMG10/WPDto providetextfor a normativeAnnexon GSM.
AP56/99 Chair SMG10/WPDto providetextfor anormativeAnnexon GPRS.
AP57/99 ChairTIPHON WPB8to providetextfor anormativeAnnexon TIPHON.

AP58/99 ScottCadzowto providea nameof someonewho can providetextfor a
nomativeAnnexon TETRA.

AP59/99 Editor ES 201 671to propose arrangementsfor a normative Annex on
ISDN.

UnexplainedASN.1 parameters

A numberof ASN.1 parametersare not explained. Suitableexplanationswill beincludedin the
revisionof ES 201671.

UseofUUS1 to label deliverycalls

The meetingwas askedwhy UUS1 had beenusedto label delivery calls. It was explainedthat
UUS1 had beenchosento meetthe expresseduser requirementsfor delivery. The use of sub-
addressingdoesnotfully meetthoserequirements,andis includedonly for thebenefitof under-
developednetworks which do not fully supportUUS1. A GSM network may readily generate
and transportUUS1 information elements. Any problemsdueto the use of UUS1 arise at the
local switchwhich providesaccessto theLEMF.
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UseofUUS3 as a bearerfor HI2

TDO045 from CSELT statedthat Italy proposedto use UUS3 as a bearerfor HI2 information
relating to 64 kbit/s circuit switchedcalls. The Chair notedthat ES 201 671 doesnot prohibit
suchanarrangement butratherleavesthechoiceof mechanismto thepartiesconcemed.

Agreedamendments
Thefollowingamendmentswereagreedby themeeting:

Noteattopof p35, para9.3.1.Add a footnote*Not all networkswill support
sucha transition.Exceptionally, it maybe necessaryto sendanalertingmessage
beforetheconnectedmessage.”

IIF shouldalwaysbereferredto asaninterceptionfunction (notintercepting)

In section3.1: Activation& deactivationof supplementaryservicesshouldrefer
to supplementaryservicesonly.

In section3.1: Call definitiondoesnotincludeSMS. SMS needsa noncall
relateddefinition.

In section3.2: GPRS is General...
In section3.2:addMSISDN
In section3.2: DeletePSPDN (notused)

Section4.2: requiresclarification.

In section4.3 andelsewhere it shouldbe madeclearthatcertaininformation
mightnotbeavailable, or it mightnotbefeasibleto providethatinformation.
(Minutewriter'snote: This alreadyseemsto be coveredin section5.2, sixth
paragraph”...ThellF is notrequiredto makeany attemptto requestexplicitly,
via special call handling procedures,extrainformation,e.g.a calling party
number,whichhasnotalreadybeensuppliedby a signallingsystem”’

Pagel7, 3" para:addthattheseparationis as seenfromoutsidethenetwork, or
by a partywhois notauthorisedto seetheinformation.

DeleteLEA fromparagraph2 of section10.4.

Numbering
It wasagreedto list targetidentitiesaccordingto technologies.

AP60/99 EditorES 201671to prepareplaceholdersfor technology specific target
identifiersin thetechnologyspecific annexes.

Input on the mapping of identifiers acrossthe handoverinterfacewill be welcomeat the next
meeting.
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GPRS

HI3 labelling for GPRS

GSMO03.33 does not give any requirements for the labelling of PDUs. TD044 makes some
proposals, but makes no claim that these are correct. Other TDs suggested minimum or
extensivelabelling. Clearand defensible requirementsare required. The meetingwas unableto
reachany definitiveconclusion.

HI12 Mechanismfor GPRS

It was agreedthat the existing mechanismfor the transfer of HI2 informationis suitable for
GPRS. Nokia disagreed. A proposal to specify FTP as a transfer mechanism found no
acceptancebeyondNokia.

HI3 mechanismfor GPRS

The approach outlined in TD006, based on the earlier consensus within WG LI, was not
universally accepted. An altemative approachwas suggestedbasedon the use of a variant of
GTP to transferGPRS PDUs. This wasdescribedin TD0O11 (Siemens).A similar, but different
in detail, proposal was madein TD052 (Nokia). A furtherproposal from Nokia to specify FTP
asa transfermechanism(TD048) foundno acceptancebeyondNokia.

Someof thedifferencesbetweenTD011 and TD052 are relatedto the presumedrequirements
for labellingof PDUs.

TDO050is a set of criteria for evaluating candidateHI3 mechanisms,to which an extra agreed
criterion was added: “ Availability of technology”. [ The revised paperis availableon the ETSI
website.]

The chair of WG LI and the acting Chair of SMG10/WPD agreedto preparea joint letter
consideringthetwo optionsandofferingconclusionsto allow work to proceed.

AP61/99 Chair WG LI and acting Chair SMG10/WPD (Rolf Schnitzler) to
prepareanagreedletteron GPRS HI3 mechanisms.
Security
The meetingnotedthatinputson security arestill required.

L1 Architecture

A newversionof theLl architecturedocument(TD007) was presentedto themeetingby Stefan
Bjornson. The point was madethatL| is muchmorea serviceratherthana network operation.
Commentsandsuggestedtextarerequiredfor theOslo meeting.

ScottCadzowofferedto sketchtheTETRA LI architecture.
AP62/99 ScottCadzowto sketchtheTETRA LI architecture.

Satellites

It was agreedthat Koen Jaspers, Tony Youel and the Chair would draft, and the Chair would
send,areplyto STF 126’squestionon LI for satellitesystems.

AP63/99 Koen Jaspers Tony Youel and the Chair to draft reply to STF 126
guestionon LI andsatellites.
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AP64/99 ChairtosendreplyonLl| andsatellitestoSTF 126.

Problemidentification

Intemationalhandover

Delegates from Italy suggested that they may be able to prepare a paper on intemational
handoverto thenextWG LI meeting.

Work in otherarenas

3GPP

No report. TDs 040 and 041 were available to the meeting, and are latest drafts of the 3GPP
work.

EP UMTS

TDO017wasareplyfromEP UMTS totheWG's earlierliaison.

SPAN6/SG

A joint meetingwas held with SPAN6/SG on the 20" October, andis recordedin SPAN6/WG
minutes.

PCWG

Seereportabove.

SMG10/WPD

Reports

No formal reportwas madeto the meeting, thoughdelegateswho arealso membersof SMG10/
WPD tookanactivepartin themeeting.lssuesof 3GPP andGPRS arenotedabove.

Jointmeeting

SMG10/WPD had asked (TD042, paragraph 12) for a joint meeting to be set up for the
developmentof the revision of ES 201 671. The Chair announced, in line with TD003, that
delegatesto SMG10/WPD arevery welcometo join themeetingsof TC Security WG LI whilst
the developmentof ES 201 671 to addressGPRS proceeds. This solution wasfelt to minimise
thenumberof meetingsfor all partiesconcemed.

The Chairlookedforwardto thetwo groupsmovingforwardin thefuture.

TIPHON

EP TIPHON have now established EP TIPHON WGS8 on Security. The meeting sends its
congratulationsto MelindaShoreon herelectionasthefirst Chair of thegroup.

Futuremeetings

Futuremeetingsareproposedasfollows:
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L1 WorkingGroup TC Securityplenarymeeting
2324 November1999,Mainz

11-13a.m.January 2000 10,13 p.m.-14)anuary2000,0slo
(Brrrr.)

March2000Hostrequired

8-9 May 2000,UK 10-11 May 2000UK (hostBT)

July 2000Hostrequired

4-5 September2000,Zurich 6-7 September2000,Zurich

October2000Hostrequired

11-12 December,Mainz, Germany 13-14 December,Mainz, Germany
March2001?

Please note that the arrangementsfor TC Security plenary meetings for January 2000 and
beyondaresubjectto review.

1999 10 19 secli_Sophia_meeting.doc

Annexel List of attendees

Name Organisation
BemdAdams DeutscheTelekomAG
PetervanderArend KPN

StefanBjornson EricssonRadio SystemsAB
MatthieuCornillault Alcatel

ScottCadzow STF 114

lan Deakin Motorola

RobinGape BT (chairad-hocgrouplLl)
MichaelGundlach SiemensAG

Jari Haatainen NBI, Finland
WilliamHarbison Nortel Networks
HakanHjelmestam Telia Promotor
KoenJaspers ITO (NL)

TomJohnston ICO
FlorentijnvanKampen KPN Research

1 These dates were changed at the plenary meeting. If the new arrangements are a success, then
subsequent plenary meetings will adopt a similar timetable.
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Name Organisation
MarkusLutz AlcatelGermany
TheoMetzger RegTP Germany
CristianoNesi CSELT - Telecomitalia
HerbertPaulis Siemens

BrunoPellero LI expert(ltaly)

Harri Rasilainen (ETSI)

PhilippeRolland AQSACOM
BritaRosenlund Telenor

StefanoSartor Ministerodelle Comunicazioni, Italy
Rolf Schnitzler MMO

Eric Seitz Nortel DASA

Kai Sjoblom Nokia

BermhardSpalt SiemensAG
JurgenStemkopf EricssonGmbH
TonyYouel UK HO

Annexe2 documentsto themeeting

As these minutesare written, all documentsavailable electronically have been placedin the
followingURL.:

http://docbox.etsi.org/TechOrg/security/Document/security/L1/1999-1 0%20Sophia
%20Antipolis/

Documentsarelistedin file 16wglitd000.htmin thatdirectory.

Annexe3 Newand continuingactionpoints

AP32/99 Chair to circulate the first draft of revised ETR 331 to SMG10/WPD,
3GPPetc.

AP39/99 WG LI membersto contributeto thell architecturedocument.

AP46/99 Chair to copy minutes of 16" meeting to SMG10/WPD drawing their
attentionto thelPR sectionof theminutes.

AP47/99 Chair to copy minutes of 16" meeting to SPAN6/SG drawing their
attentionto thelPR sectionof theminutes.

AP48/99 EditorETR 331to preparea proposedpart3 for thenextmeeting.
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AP49/99 Koenjaspersto providetextfor section8.1 on national consistency.
AP50/99 Editorto generatesuitablestubsfor GSM HI2 andHI3 in thesyntaxtree.

AP51/99 Chair SMG10/WPDto provide suitable branchesfor GSM HI2 andHI3
in thesyntaxtree.

AP52/99 Chair SMG10/WPD to arrange for the production of suitable text to
describelocationdependentinterceptionfor therevisionES 201671.

AP53/99 Chair SMG10/WPDto providea list of GSM specific releasecausesfor
ES 201671 paragraph8.4.2 numberedparagraph4).

AP54/99 Editor ES 201 671to include the technologies coveredin the handover
specificationin thescopestatement.

AP55/99 Chair SMG10/WPDto providetextfor a normativeAnnexon GSM.
AP56/99 Chair SMG10/WPDto providetextfor anormativeAnnexon GPRS.
AP57/99 ChairTIPHON WPB8to providetextforanormativeAnnexon TIPHON.

AP58/99 ScottCadzowto providea nameof someonewho can providetextfor a
nomativeAnnexon TETRA.

AP59/99 Editor ES 201 671to propose arrangementsfor a normative Annex on
ISDN.

AP60/99 EditorES 201671to prepareplaceholdersfor technology specific target
identifiersin thetechnologyspecific annexes.

AP61/99 Chair WG LI and acting Chair SMG10/WPD (Rolf Schnitzler) to
prepareanagreedletteron GPRS HI3 mechanisms.

AP62/99 ScottCadzowto sketchtheTETRA LI architecture.

AP63/99 Koen Jaspers Tony Youel and the Chair to draft reply to STF 126
guestionon LI andsatellites.

AP64/99 ChairtosendreplyonLl| andsatellitestoSTF 126.

AP65/99 Chair SMG10/WPDto raise a changerequestto abolish mono delivery
for GSM speech.
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